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ICC ANTI-DOPING DATA PROTECTION POLICY    
 
 
 

 

Introduction 

The ICC is the International Federation for Cricket and a World Anti-Doping Agency (WADA) 
signatory. As part of its functions as an Anti-Doping Organisation, the ICC is required, 
pursuant to the ICC Anti-Doping Code, to process personal data (including sensitive personal 
data/special category data, such as data relating to a player’s health and physical condition).  

Data collected, shared, and stored by the ICC will be processed in compliance with WADA 
International Standard for the Protection and Privacy of Personal Information (ISPPPI). This 
document outlines how the ICC may make use of the data that is collected to fulfil its function 
under the ICC Anti-Doping Code.   

 

Data Collection 

The ICC collects and processes personal data from players and support personnel, as well 
as other relevant individuals whose information may be shared as part of intelligence 
gathered in relation to potential doping in sport.  

The data collected includes information such as name, date of birth, gender, address, testing 
details, results, steroid Athlete Biological Passport information and sanctions. The 
information is mostly collected on/in –  

- Doping Control Forms during drug testing; 

- Therapeutic Use Exemption (TUE) applications; 

- Consent and Agreement Forms;  

- Whereabouts Information responses; 

- Reesponses to requests for further information as part of investigations; 
and 

- Responses to a notification or a charge for a potential violation.  

 

Data sharing 

In its efforts to protect the sport of cricket from doping, the ICC actively engages with other 
Anti-Doping Organisations such as National Anti-Doping Organisations, National 
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Federations, WADA and Major Event Organisations. Information sharing with these Anti-
Doping Organisations is in accordance with the WADA International Standard for the 
Protection and Privacy of Personal Information (ISPPPI). Specifically, this information is 
shared through WADA’s web based Anti-Doping Administration and Management System 
(ADAMS).  

Information may also be provided by a number of other third parties, such as player 
representatives or managers who submit whereabouts information on behalf of the player, 
medical practitioners who are treating physicians in the case of a TUE application. 
Intelligence may also be gathered on doping matters from cricket participants including the 
general public, media and competition organisers. 

Information relating to a positive test may also be shared pursuant to the Anti-Doping Code 
with relevant National Cricket Federations. Players may choose to involve other third parties 
in their response to a charge or investigation (such as, for example, external lawyers, trade 
union representatives or relatives). The ICC may share information with that third party 
where the player has given their consent (which may extend to player 
representatives/managers, team doctors, treating physicians etc.). 

The ICC will also, in accordance with the ICC Anti-Doping Code, publish information relating 
to Anti-Doping Rule Violation investigations, provisional suspensions or charges, and 
decisions in Anti-Doping Rule Violation cases issued by the ICC. A record of anti-doping rule 
violations issued by the ICC and Anti-Doping Organisations in relation to the sport of Cricket 
will be published on the ICC website.  

 

Data Processing 

The ICC will use the information set out above for the following purposes under the ICC Anti-
Doping Code: 

- in its efforts to plan, coordinate and deliver an effective testing programme;  

- in the collection and analysis of samples (blood and urine) that are provided as 
part of the Doping Control process; 

- in the creation and management of the steroid Athlete Biological Passport; 

- in processing information received on and in support of TUE applications; 

- in the collection of whereabouts information (if applicable) to facilitate the ICC’s 
out-of-competition testing programme;  

- in gathering and maintaining anti-doping intelligence received using this and other 
information to conduct investigations into potential Anti-Doping Rule Violations; 

- in correspondence relating to an investigation into a potential anti-doping rule 
violation or in bringing a charge for an Anti-Doping Rule Violation; 

- in analysis of anti-doping information, to help the ICC improve the effectiveness of 
its anti-doping programme and identify opportunities for awareness and 
education;  

https://www.wada-ama.org/en/resources/world-anti-doping-program/international-standard-protection-privacy-and-personal
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- in results management, including issuing of charges and bringing proceedings for 
an Anti-Doping Rule Violation, and sharing relevant information with relevant third 
parties as set out in this notice and in compliance with the WADA Code; 

- in maintaining records and identifying trends based on test outcomes, availability 
for testing, accuracy of whereabouts information etc.; and 

- in publishing anti-doping decisions on the ICC website for the purposes of 
ensuring transparency and in compliance with the ICC Anti-Doping Code.  

As part of the Doping Control process, the ICC seeks players’ consent for the retention of 
their samples for research. Where a player agrees, their anonymised sample will be shared 
with WADA–accredited laboratories to undertake anti-doping research in the pursuit of 
enhancing the analytical capabilities used to uphold clean sport. Players can withdraw this 
consent at any time until their sample is anonymised. No adverse conclusions will be drawn if 
a player refuses to provide such consent or withdraws it. 

 

Data Retention 

Information collected for the purposes of anti-doping will be stored in accordance with the 
WADA International Standard for the Protection and Privacy of Personal Information 
(ISPPPI). In effect the retention period is ten years, with the exception of TUE application 
forms and supporting medical evidence which will be retained for a period of five years.  

In addition, whereabouts information shall be retained for twelve months except where the 
relevant player has been sanctioned by the ICC and subject to a period of Ineligibility. Under 
these circumstances, the whereabouts information shall be retained by the ICC for the 
duration of that period of Ineligibility.  

Test planning, testing orders, doping control information, results documentation, 
whereabouts information for Registered Testing Pool players, Therapeutic Use Exemption 
and steroid Athlete Biological Passport information is maintained on WADA’s web-based 
ADAMS. 

 

Data protection rights 

Every playerThe right to ask for a copy of personal data and (subject to the requirements of 
the ICC Anti-Doping Code) to amend, delete or restrict (stop any active) processing of 
personal data will remain with the player or player support person. In addition, one can object 
to the processing of personal data in some circumstances (in particular, where the data does 
not have to be processed to meet a legal requirement).  

These rights may be limited, and information on relevant exemptions will be provided in 
response to the request received.  

https://www.wada-ama.org/en/resources/world-anti-doping-program/international-standard-protection-privacy-and-personal
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To exercise any of these rights, please contact  the ICC Anti-Doping Programme’s Data 
Protection Officer on the details mentioned at the end of this document.  

As set out above, players are obliged under the ICC Anti-Doping Code to provide information 
on doping control forms, as part of whereabouts requirements, or in relation to investigations 
being conducted. Failure to provide information required under the ICC Anti-Doping Code 
may result in an Anti-Doping Rule Violation. In all other cases, the provision of requested 
personal data is optional and will not have consequences if you refuse to provide the 
requested data.  

 

Data Protection Officer contact  

Should there be concerns about how data is processed by the ICC, please contact the ICC 
Anti-Doping Programme’s Data Protection Officer at anti-doping@icc-cricket.com. 
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